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1. POLICY STATEMENT 

1.1 The protection of natural persons in relation to the processing of personal data is a 

fundamental right. Article 8(1) of the Charter of Fundamental Rights of the European 

Union and Article 16(1) of the Treaty on the Functioning of the European Union 

(TFEU) provide that everyone has the right to the protection of personal data 

concerning him or her. 

1.2 Everyone has rights with regard to the way in which their personal data is handled. 

During the course of our activities we will collect, store and process personal data 

about our customers, suppliers and other third parties, and we recognise that the 

correct and lawful treatment of this data will maintain confidence in the organisation 

and will provide for successful business operations. 

1.3 Data users are obliged to comply with this policy when processing personal data on 

our behalf. 

2. OVERVIEW 

2.1 The types of personal data that Allerdale Borough Council (“We”) may be required to 

handle include information about current, past and prospective suppliers, residents, 

customers, and others that we communicate with. The personal data, which may be 

held on paper or on a computer or other media, is subject to certain legal safeguards 

specified in the General Data Protection Regulation ((EU)2016/679) (“GDPR”). 

2.2 These Terms and Conditions and any other documents referred to in it sets out the 

basis on which we will process any personal data we collect from data subjects, or 

that is provided to us by data subjects or other sources the My Allerdale application 

(“the app”). 

2.3 This policy sets out rules on data protection and the legal conditions that must be 

satisfied when we obtain, handle, process, transfer and store personal data. 

2.4 References made to the data controller refers to Allerdale Borough Council, the data 

processors are Abavus Limited (Company number 06082412 whose registered office 

is 7-8 the Shrubberies, George Lane, South Woodford, London E18 1BD) in the 

provision of the format and server space for the app and Arcus Global Limited 

(Company number 06946606 whose registered office is Future Business Centre, 

Kings Hedges Road, Cambridge, Cambridgeshire, CB4 2HY) who provide a user 

interface and storage so we can access some of your service requests  and the data 

recipient is any third party to whom the data is shared, in most instances this will be 
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one of our service contractors but this may extend to informing the police where there 

is sufficient reason to do so. 

3. DEFINITION OF DATA PROTECTION TERMS 

3.1 'personal data' means any information relating to an identified or identifiable natural 

person ('data subject'); an identifiable natural person is one who can be identified, 

directly or indirectly, in particular by reference to an identifier such as a name, an 

identification number, location data, an online identifier or to one or more factors 

specific to the physical, physiological, genetic, mental, economic, cultural or social 

identity of that natural person; 

3.2 'processing' means any operation or set of operations which is performed on personal 

data or on sets of personal data, whether or not by automated means, such as 

collection, recording, organisation, structuring, storage, adaptation or alteration, 

retrieval, consultation, use, disclosure by transmission, dissemination or otherwise 

making available, alignment or combination, restriction, erasure or destruction; 

3.3 'restriction of processing' means the marking of stored personal data with the aim of 

limiting their processing in the future; 

3.4 'profiling' means any form of automated processing of personal data consisting of 

the use of personal data to evaluate certain personal aspects relating to a natural 

person, in particular to analyse or predict aspects concerning that natural person's 

performance at work, economic situation, health, personal preferences, interests, 

reliability, behaviour, location or movements; 

3.5 'pseudonymisation' means the processing of personal data in such a manner that the 

personal data can no longer be attributed to a specific data subject without the use of 

additional information, provided that such additional information is kept separately 

and is subject to technical and organisational measures to ensure that the personal 

data are not attributed to an identified or identifiable natural person; 

3.6 ‘Identifiability’ means a person is identifiable if he or she "can be identified, directly 

or indirectly, in particular by reference to an identifier such as a name, an 

identification number, location data, an online identifier or to one or more factors 

specific to the physical, physiological, genetic, mental, economic, cultural or social 

identity" of that person (Article 4(1), GDPR). 

To determine whether a person is identifiable, account should be taken of: 

All the means reasonably likely to be used to identify the natural person, including 

singling out. The concept of "singling out" has been controversial with businesses as 
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it could potentially bring processing activities within the material scope of the GDPR 

that do not allow the controller to properly identify an individual (for example, by 

name or address). This could significantly affect online behavioural advertising 

techniques.  

All objective factors, including the cost of identification, and the amount of time 

required to identify an individual, taking into consideration the available technology 

at the time of the processing and technological developments. 

3.7 'controller' means the natural or legal person, public authority, agency or other body 

which, alone or jointly with others, determines the purposes and means of the 

processing of personal data; where the purposes and means of such processing are 

determined by Union or Member State law, the controller or the specific criteria for 

its nomination may be provided for by Union or Member State law; 

3.8 'processor' means a natural or legal person, public authority, agency or other body 

which processes personal data on behalf of the controller; 

3.9 'recipient' means a natural or legal person, public authority, agency or another body, 

to which the personal data are disclosed, whether a third party or not. However, 

public authorities which may receive personal data in the framework of a particular 

inquiry in accordance with Union or Member State law shall not be regarded as 

recipients; the processing of those data by those public authorities shall be in 

compliance with the applicable data protection rules according to the purposes of the 

processing; 

3.10 'third party' means a natural or legal person, public authority, agency or body other 

than the data subject, controller, processor and persons who, under the direct 

authority of the controller or processor, are authorised to process personal data; 

3.11 'consent' of the data subject means any freely given, specific, informed and 

unambiguous indication of the data subject's wishes by which he or she, by a 

statement or by a clear affirmative action, signifies agreement to the processing of 

personal data relating to him or her; 

3.12 'representative' means a natural or legal person established in the Union who, 

designated by the controller or processor in writing pursuant to Article 27, represents 

the controller or processor with regard to their respective obligations under this 

Regulation; 
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4. GDPR PERSONAL DATA PROCESSING GOVERNING PRINCIPLES 

Anyone processing personal data must comply with the six enforceable principles of 

good practice: 

(a) Lawfulness, fairness and transparency 

(b) Purpose limitation, which means that an organisation should only collect 

personal data for specified, explicit, and legitimate purposes and should not 

process personal data in an incompatible manner with those purposes, 

except under limited circumstances 

(c) Data minimisation, which means that personal data should be adequate, 

relevant and limited to what is necessary for the purpose of processing. 

(d) Accurate, which means that personal data must be accurate and kept up-to-

date and corrected or deleted without delay when inaccurate. 

(e) Storage limitation, which requires that organisations keep personal data in 

identifiable form only for as long as necessary to fulfill the purposes the 

organisation collected it for, subject to limited exceptions. 

(f) Integrity and confidentiality, which requires that the organisation secure 

personal data by appropriate technical and organisational measures against 

unauthorised or unlawful processing and against accidental loss, destruction, 

or damage. 

5. LAWFULNESS, FAIRNESS AND TRANSPARENCY 

5.1 GDPR is not intended to prevent the processing of personal data, but to ensure that it 

is done fairly and without adversely affecting the rights of the data subject. 

5.2 For personal data to be processed lawfully, they must be processed on the basis of 

one of the legal grounds set out in the GDPR. These include, among other things, the 

data subject's consent to the processing, or that the processing is necessary for the 

performance of a contract with the data subject, for the compliance with a legal 

obligation to which the data controller is subject, or for the legitimate interest of the 

data controller or the party to whom the data is disclosed. When sensitive personal 

data is being processed, additional conditions must be met. When processing personal 

data as data controllers in the course of our business, we will ensure that those 

requirements are met. 

6. PURPOSE LIMITATION 

6.1 In the course of our business, we may collect and process the personal data set out in 

the Schedule. This may include data we receive directly from a data subject (for 

example, by completing forms or by corresponding with us by mail, phone, email or 

otherwise) and data we receive from other sources (including, for example, business 
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partners, sub-contractors in technical, payment and delivery services, credit reference 

agencies and others). 

6.2 All personal data will be subject to the restriction of processing, in that we will only 

process personal data for the specific purposes set out in the Schedule or for any other 

purposes specifically permitted by the Act. We will notify those purposes to the data 

subject when we first collect the data or as soon as possible thereafter.  

7. DATA MINIMISATION 

We will only collect personal data to the extent that it is required for the specific 

purpose notified to the data subject. The notification and reporting functions of the 

app have been limited so that only information relevant to the reported matter is 

provided; some personal data may be required to ensure system information remains 

up-to-date, services are fulfilled and if necessary we can contact you solely in relation 

to the specified purpose. 

8. ACCURATE DATA 

It is your responsibility to ensure that personal data we hold is accurate and kept up to 

date. Where applicable we will check the accuracy of any personal data at the point of 

collection and at regular intervals afterwards. We will take all reasonable steps to 

destroy or amend inaccurate or out-of-date data. 

9. STORAGE LIMITATION 

We will not keep personal data longer than is necessary for the purpose or purposes 

for which they were collected. We will take all reasonable steps to destroy, or erase 

from our systems, all data which is no longer required. Any retained data will be 

subject to the retention period stated in the Schedule. 

10. INTEGRITY AND CONFIDENTIALITY 

10.1 We will take appropriate security measures against unlawful or unauthorised 

processing of personal data, and against the accidental loss of, or damage to, personal 

data. 

10.2 We have in place procedures and technologies to maintain the security of all personal 

data from the point of collection to the point of destruction. Personal data will only be 

transferred to a data processor if he agrees to comply with those procedures and 

policies, or if it puts in place adequate measures. 

10.3 We will maintain data security by protecting the confidentiality, integrity and 

availability of the personal data, defined as follows: 
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(a) Confidentiality means that only people who are authorised to use the data 

can access it. 

(b) Integrity means that personal data should be accurate and suitable for the 

purpose for which it is processed.  

(c) Availability means that authorised users should be able to access the data if 

they need it for authorised purposes. Personal data should therefore be 

stored on the central computer system instead of individual PCs. 

10.4 Security procedures include: 

(a) Entry controls. Any stranger seen in entry-controlled areas should be 

reported. 

(b) Secure lockable desks and cupboards. Desks and cupboards should be 

kept locked if they hold confidential information of any kind. (Personal 

information is always considered confidential.)  

(c) Methods of disposal. Paper documents should be shredded. Digital storage 

devices should be physically destroyed when they are no longer required.  

(d) Equipment. Data users must ensure that individual monitors do not show 

confidential information to passers-by and that they log off from their PC 

when it is left unattended. 

11. NOTIFYING DATA SUBJECTS 

11.1 If we collect personal data directly from data subjects, we will inform them about: 

(a) The purpose or purposes for which we intend to process that personal data.  

(b) The types of third parties, if any, with which we will share or to which we 

will disclose that personal data. 

(c) The means, if any, with which data subjects can limit our use and disclosure 

of their personal data. 

11.2 If we receive personal data about a data subject from other sources, we will provide 

the data subject with this information as soon as possible thereafter. 

11.3 We will also inform data subjects whose personal data we process that we are the data 

controller with regard to that data and who the Information Governance and Data 

Protection Officer is. 

12. DATA SUBJECT’S RESPONSIBILITIES 

12.1 As a data subject, you are responsible for the following: 
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(a) Ensuring all personal data provided on the app is correct and up to date. We 

will fulfil our responsibility to enable you to do this and our responsibilities 

detailed in clause 8. 

(b) Protecting your log-in details, any customer references numbers and all such 

personal information which may allow others to access your account. You 

will need to notify us immediately if you feel that this has occurred and your 

personal data could be at risk. 

13. PROCESSING IN LINE WITH DATA SUBJECT'S RIGHTS 

We will process all personal data in line with data subjects' rights, in particular their 

right to: 

(a) Request access to any data held about them by a data controller (see also 

clause 17). 

(b) Prevent the processing of their data for direct-marketing purposes. 

(c) Ask to have inaccurate data amended (see also clause 8). 

(d) Prevent processing that is likely to cause damage or distress to themselves 

or anyone else. 

14. TRANSFERRING PERSONAL DATA TO A COUNTRY OUTSIDE THE EEA 

14.1 We may transfer any personal data we hold to a country outside the European 

Economic Area ("EEA"), provided that one of the following conditions applies: 

(a) The country to which the personal data are transferred ensures an adequate 

level of protection for the data subjects' rights and freedoms.  

(b) The data subject has given his consent. 

(c) The transfer is necessary for one of the reasons set out in the Act, including 

the performance of a contract between us and the data subject, or to protect 

the vital interests of the data subject. 

(d) The transfer is legally required on important public interest grounds or for 

the establishment, exercise or defence of legal claims. 

(e) The transfer is authorised by the relevant data protection authority where we 

have adduced adequate safeguards with respect to the protection of the data 

subjects' privacy, their fundamental rights and freedoms, and the exercise of 

their rights. 

14.2 Subject to the requirements in clause 10.1 above, personal data we hold may also be 

processed by staff operating outside the EEA who work for us or for one of our 

suppliers. That staff maybe engaged in, among other things, the fulfilment of 

contracts with the data subject, the processing of payment details and the provision of 

support services.  
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15. DISCLOSURE AND SHARING OF PERSONAL INFORMATION 

15.1 We may share personal data we hold with the third parties stated for the purposes set 

out in the Schedule. This may also include information which has been subject to 

profiling and pseudonymisation. 

15.2 We may also disclose personal data we hold to third parties: 

(a) In the event that we sell or buy any business or assets, in which case we 

may disclose personal data we hold to the prospective seller or buyer of 

such business or assets. 

(b) If we or substantially all of our assets are acquired by a third party, in which 

case personal data we hold will be one of the transferred assets. 

15.3 If we are under a duty to disclose or share a data subject's personal data in order to 

comply with any legal obligation, or in order to enforce or apply any contract with the 

data subject or other agreements; or to protect our rights, property, or safety of our 

employees, customers, or others. This includes exchanging information with other 

companies and organisations for the purposes of fraud protection and credit risk 

reduction. 

16. RIGHT TO ERASURE 

16.1 In accordance with Article 17(1) and Recital 65 of GDPR, you have the right to 

erasure (a right to be forgotten) if one of the following applies: 

(a) The personal data is no longer necessary for the purpose the data controller 

collected it for. 

(b) The data subject withdrew its consent to the data controller's processing 

activities and no other legal justification for processing applies. 

(c) The data subject objected to processing that is necessary for the data 

controller to perform a task in the public interest or in the exercise of 

official authority vested in the data controller, it is necessary to pursue the 

data controller's or a third party's legitimate interests and no other 

compelling legitimate grounds to process personal data apply. 

(d) The data subject objects to processing for direct marketing purposes. 

(e) European Union or UK law requires erasure to comply with a legal 

obligation that applies to the data controller. 

(f) The data controller collected the personal data in the context of offering 

online services to children under Article 8(1) of GDPR. 

16.2 A request for erasure in accordance with clause 16.1 must be made in writing to the 

Council’s Information Governance and Data Protection Officer. 
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16.3 Once your request has been made in accordance with one of the statutory reasons, we 

will erase the data without delay unless continued retention is necessary for: 

(a) Exercising the right of freedom of expression and information. 

(b) Complying with a legal obligation under EU or UK law. 

(c) The performance of a task carried out in the public interest. 

(d) Exercising official authority vested in the data controller. 

(e) Public health reasons consistent with the exceptions for processing sensitive 

personal data such as health information, as outlined in GDPR Articles 

9(2)(h) and (i) and 9(3). 

(f) The establishment, exercise, or defence of legal claims. 

17. DATA SUBJECT REQUESTS 

17.1 You are entitled to make a formal request for information we hold about you. This 

must be made in writing. Written requests will be forwarded it to the departments line 

manager or the Information Governance and Data Protection Officer. 

17.2 When receiving telephone enquiries, we will only disclose personal data we hold on 

our systems if the following conditions are met:  

(a) We will check the caller's identity to make sure that information is only 

given to a person who is entitled to it. 

(b) We will suggest that the caller put their request in writing if we are not sure 

about the caller’s identity and where their identity cannot be checked. 

17.3 Our employees will refer a request to their line manager or the Information 

Governance and Data Protection Officer for assistance in difficult situations. 

Employees will not disclosing personal information where they are not satisfied of 

the data subject’s identity. 

18. CHANGES TO THIS POLICY 

We reserve the right to change this policy at any time. We will always notify data 

subjects of those changes by mail, email or through the My Allerdale service. 

19. HOW WE WILL CONTACT YOU 

 

If we need to contact you in order to deal with a request made through the app, we 

will do so using the email address or telephone number you provide. At no time we 

will request you to provide or confirm your account or log in details, if at any time 

this occurs during the contact please report this to our Customer Services department 

on 0303 123 1702. 



10 

Schedule Data processing activities 

All Data obtained by Allerdale Borough Council will be handled and retained in line with its 

Corporate Retention Policy. 

 

We may need to share your information with a third party, the recipient of this will only be 

one of our contractors or service providers and in some instances other Local Authorities or 

Government departments 

 

Report It 

Type of data we may require Type of data subject Purpose of processing 

Report details (what you need 

to report or the nature of your 

enquiry) 

Customer or consenting 

third party 

In order to provide service 

Title, Name and Address Customer or consenting 

third party 

In order to provide service 

Contact Number Customer or Consenting 

Third party 

Contact customer if 

necessary 

Email Address Customer Contact customer if 

necessary 

Job Details/ Details of 

collection 

Customer or Consenting 

third party 

In order to provide service 

Your myAllerdale Account 

Details 

Customer Provide a service & contact 

Payment details (including but 

not limited to Card Number, 

account number, issue and 

expiry date, sort code and 

security code) 

Customer or Consenting 

third party 

In order to provide service 

Sensitive personal information Customer or Consenting 

third party 

Monitoring for diversity and 

equality 

 

Payments 

Type of data we may require Type of data subject Purpose of processing 

Title, Name and Address Customer  In order to provide service 

and receive payment 

Contact Number Customer  Contact customer if 

necessary 

Email Address Customer Contact customer if 

necessary 

Payment details (including but 

not limited to Card Number, 

account number, issue and 

expiry date, sort code and 

security code) 

Customer  In order to provide service 

and receive payment 
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Rubbish and Recycling 

Type of data we may 

require 

Type of data subject Purpose of processing 

Title, Name, Address and 

Location Information 

Customer or Consenting third 

party 

In order to provide service 

Contact Number Customer or Consenting third 

party 

In order to provide service 

Email Address Customer or Consenting third 

party 

In order to provide service 

Job Details Customer or Consenting third 

party 

In order to provide service 

 

Grants (Including CLHF) 

Type of data we may 

require 

Type of data subject Purpose of processing 

Title, Name and Address Organisation or Customer In order to provide service 

Company Name Organisation or Customer In order to provide service 

Company Address Organisation or Customer In order to provide service 

Email Address Organisation or Customer In order to provide service 

Contact Number Organisation or Customer In order to provide service 

Circumstances Organisation or Customer In order to provide service 

Description of Activity Organisation or Customer In order to provide service 

Financial Budget Information Organisation or Customer In order to provide service 

 

Parking Fines 

Type of data we may 

require 

Type of data subject Purpose of processing 

Title, Name and Address Customer In order to provide service 

Contact Number Customer In order to provide service 

Email Address Customer In order to provide service 

Payment details (including 

but not limited to Card 

Number, account number, 

issue and expiry date, sort 

code and security code) 

Customer In order to provide a refund 
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Council Tax and Benefits 

Type of data we may 

require 

Type of data subject Purpose of processing 

Title, Name and Address Customer or Consenting third 

party 

In order to provide service 

Contact Number  Customer or Consenting third 

party 

In order to provide service 

Email Address Customer or Consenting third 

party 

In order to provide service 

Payment details (including 

but not limited to Card 

Number, account number, 

issue and expiry date, sort 

code and security code) 

Customer or Consenting third 

party  

In order to provide service 

Third Party Details  Customer or Consenting third 

party 

In order to provide service 

Employment Details Customer or Consenting third 

party 

In order to provide service 

Financial Status and 

Information 

Customer or Consenting third 

party 

In order to provide service 

Health and Disability 

Information  

Customer or Consenting third 

party 

In order to provide service 

Family Status Customer or Consenting third 

party 

In order to provide service 

 

Supplier Registration Form 

Type of data we may 

require 

Type of data subject Purpose of processing 

Title, Name and Address Company Procurement shortlisting 

Contact Number Company Procurement shortlisting 

Email Address Company Procurement shortlisting 

Organisation Name Company Procurement shortlisting 

Organisation Address Company Procurement shortlisting 

 

Complaints, Compliments and Suggestions 

Type of data we may 

require 

Type of data subject Purpose of processing  

Title, Name and Address Customer In order to deal with query  

Contact Number Customer In order to deal with query 

Email Address Customer In order to deal with query 

Complaint, Compliment or 

Suggestion 

Customer In order to deal with query 
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FOI Requests 

Type of data we may 

require 

Type of data subject Purpose of processing  

Title, Name and Address Customer In order to deal with query  

Contact Number Customer In order to deal with query 

Email Address Customer In order to deal with query 

Nature of Request Customer In order to deal with query 

 


